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Design and Implementation of Software Reinforcement
Scheme Based on Android Platform
Wu Zhiwen, Li wei
(Beijing University of Posts and Telecommunications, Beijing 100876)
Abstract: With the popularity of Android smart phones, its software security problem attracted
people's attention gradually. As Android software use Java as its programming language, which is
very easy to decompile, so it is easier to reverse break than other program that use compiled
language. In order to solve this problem, this paper deeply analyzed Android's system architecture,
software structure and it's execute mechanism, proposed and implemented an Android software
reinforcement scheme base on classes.dex file's dynamic loading. This scheme can hide software's

key code and can effectively resist reverse attack against Android software.
Key words: software reinforcement; system architecture; software structure; Android
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RIARAS S5 A o MR T At 38 R A ARS P T3 282 R A P BB A0S, D Thig
A3 FR AR A K o

| util 2014/10/28 18:21  Iof4E
| 7| BuildConfig.smali 2014/10/28 18:21  SMALI ={F 1 KB
| 7] MainActivity$1.smali 2014/10/28 18:21  SMALI =44 B KE
| 7] MainActivity.smali 2014/10/28 18:21 SMALI X% 3 KB
| 7| Proxyhpplication$l.smali 2014710428 18:21  SMALI Z2{f 2 KB
| 7] ProxyApplication.smali 2014/10/28 18:21  SMALI 324 1 KB
| 7] R$attr.smali 2014/10/28 18:21 SMALI =& 1 KB
| 7] R$dimen.smali 2014/10/28 18:21  SMALI 2% 1 KB
| 7| R¥drawable.smali 2014/10/28 18:21  SMALI 304 1KB
| 7] R$id.smali 2014/10/28 18:21 SMALI =044 1 KE
| 7] R$layout.smali 2014/10/28 18:21 SMALI X% 1KB
| 7] Rstring.smali 2014/10/28 18:21  SMALI 0% 1KB
| 7| Rstyle.smali 2014/10/28 18:21  SMALI 3244 1 KE
|7} R.smali 2014/10/28 18:21 SMALI =& 1 KB
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